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Chapter 8 - Sections & Objectives

= 8.1 Subnetting an IPv4 Network

« Implement an IPv4 addressing scheme to enable end-to-end connectivity in a small to

medium-sized business network.

Explain how subnetting segments a network to enable better communication.

Explain how to calculate IPv4 subnets for a /24 prefix.

Explain how to calculate IPv4 subnets for a /16 and /8 prefix.

Given a set of requirements for subnetting, implement an IPv4 addressing scheme.

Explain how to create a flexible addressing scheme using variable length subnet masking (VLSM).

= 8.2 Addressing Schemes

- Given a set of requirements, implement a VLSM addressing scheme to provide

connectivity to end users in a small to medium-sized network.

Implement a VLSM addressing scheme.



Chapter 8 - Sections & Objectives (Cont.)

= 8.3 Address Schemes

« Explain design considerations for implementing IPv6 in a business network.
« Explain how to implement IPv6 address assignments in a business network.



8.1 Subnetting an IPv4
Network



Network Segmentation
Broadcast Domains

= Devices use broadcasts in an Ethernet LAN to locate:

« Other devices - Address Resolution Protocol (ARP) which sends Layer 2 broadcasts to a known IPv4
address on the local network to discover the associated MAC address.

« Services — Dynamic Host Configuration Protocol (DHCP) which sends broadcasts on the local network
to locate a DHCP server.

= Switches propagate broadcasts out all interfaces except the interface on which it was received.

< Internet ’

Broadcast Domain




Network Segmentation

Problems with Large Broadcast Domains

= Hosts can generate excessive broadcasts and negatively affect the network.

« Slow network operations due to the significant amount of traffic it can cause.

» Slow device operations because a device must accept and process each broadcast packet.

= Solution: Reduce the size of the network to create smaller broadcast domains. These smaller

network spaces are called subnets.

< Internet)

One
Broadcast
Domain

LAN 1: 172.16.0.0/16
(400 users)

Broadcast in ) Broadcast in
LAN 1 Internet) LAN 2

contained in contained in

1 subnet 1 subnet

LAN 1: 172.16.0.0/24 LAN 2: 172.16.1.0/24
(200 users) (200 users)




Network Segmentation
Reasons for Subnetting

= Reduces overall network traffic and improves network performance.

= Enables an administrator to implement security policies such as which subnets are allowed or not

allowed to communicate together.

Subnetting by Location

LAN 5: 10.0.5.0 /24 (Fifth floor)

Administration
LAN 1: 10.0.1.0 /24

Communicating between
Networks

Human Resources
LAN 3: 10.0.3.0 /24

GO/4

LAN 4: 10.0.4.0 /24 (Fourth floor)

GO/3

LAN 3: 10.0.3.0 /24 (Third floor)

G0/2

LAN 2: 10.0.2.0 /24 (Second floor)
G0/1

LAN 1: 10.0.1.0 /24 (First floor)
Go/0

Students

LAN 2: 10.0.2.0 /24

Subnetting by Device Type

Accounting
LAN 4: 10.0.4.0 /24

Interneb

a <lnteme>

LAN 1: 10.0.1.0 /24 LAN 3: 10.0.3.0 /24
(All Hosts) (All Servers)

GO/1

LAN 2: 10.0.2.0 /24
(All Printers)




Subnetting an IPv4 Network
Octet Boundaries

Prefix Subnet Mask Subnet Mask in Binary
Networks Length (n = network, h = host)
are most
easily /8 255.0.0.0 nnnnnnnn . hhhhhhhh . hhhhhhhh . hhhhhhhh 16,777,214
subnetted 11111111.00000000.00000000.00000000
at the
octet f16 255.255.0.0 nnnnnnnn . nonnnnnnn . hhhhhhhh  hhhhhhhh 65,534
boundary 11111111.11111111.00000000.00000000
of /8, /16,
and /24 124 255.255.255.0 ANNNNNHNNn . annnnnnn . nannnnnnn . hhhhhhhh 254
11111111.11111111.11111111.00000000

= Prefix length and the subnet mask are different ways of identifying the network
portion of an address.
= Subnets are created by borrowing host bits for network bits.

= More host bits borrowed, the more subnets that can be defined.

o]
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Subnetting an IPv4 Network

Subnetting on the Octet Boundary

(256 Possible Subnets) (65,534 possible hosts per subnet)

10.0.0.0/16 10.0.0.71 - 10.0.255.254 10.0.255.255
10.1.0.0/16 10.1.0.1 - 10.1.255.254 10.1.255.255
10.2.0.0/16 10.2.0.1 - 10.2.255.254 10.2.255.255
10.3.0.0/16 10.3.0.1 - 10.3.255.254 10.3.255.255
10.4.0.0/16 10.4.0.1 - 10.4.255.254 10.4.255.255
10.5.0.0/16 10.5.0.1 - 10.5.255.254 10.5.255.255
10.6.0.0/16 10.6.0.1 - 10.6.255.254 10.6.255.255
10.7.0.0/16 10.7.0.1 - 10.7.255.254 10.7.255.255
10.255.0.0/16 10.255.0.1 - 10.255.255.254 10.255.255.255

= Subnetting Network 10.x.0.0/16
= Define up to 256 subnets with each subnet capable of connecting 65,534 hosts.
= First two octets identify the network portion while the last two octets are for host IP addresses.

o]
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Subnetting an IPv4 Network

Subnetting on the Octet Boundary (Cont.)

Subnet Address Host Range Broadcast
(65,536 Possible Subnets) (254 possible hosts per subnet)

10.0.0.0/24 10.0.0.1 - 10.0.0.254 10.0.0.255
10.0.1.0/24 10.0.1.1 - 10.0.1.254 10.0.1.255
10.0.2.0/24 10.0.2.1 - 10.0.2.254 10.0.1.255
10.0.255.0/24 10.0.255.1 - 10.0.255.254 10.0.255.255
10.1.0.0/24 10.1.0.1 - 10.1.0.254 10.1.0.255
10.1.1.0/24 10.1.1.1 - 10.1.1.254 1.1.1.0.255
10.1.2.0/24 10.1.2.1 - 10.1.2.254 10.1.2.0.255
10.100.0.0/24 10.100.0.1 - 10.100.0.254 10.100.0.255
10.255.255.0/24 10.255.255.1 - 10.255.255.254 10.255.255.255

= Subnetting Network 10.x.x.0/24
= Define 65,536 subnets each capable of connecting 254 hosts.
= /24 boundary is very popular in subnetting because of number of hosts.

NI
cisco



Subnetting an IPv4 Network
Classless Subnetting

Subnetting a /24 Network

e i e A N
(n = network, h = host) su:n hosts

/25 255.255.255.128 nnnnannn.nnnnnnnn.nnnnnnnn.nhhhhhhh 126
11111111.‘I‘I‘I‘I‘I‘|‘I‘I.11111111.1ﬂﬂﬂ0000

/26 255.255.255.192 nnnnnnnn.nnnnnnnn.nnnnnnnn.anhhhhhh 4 62
T1T111111.11111111.11111111.71 1000000

127 255.255.255.224 nnnnnnnn.nnnnnnnn.nnnnnnnn.nnnhhhhh 8 30
TT111111.11111111.11111111.1 1100000

/28 255.255.255.240 nnnnnnnn.nnnnnnnn.nnnnnnnn.nnnnhhhh 16 14
TT111111.11111111.11111111.111 10000

/29 255.255.255.248 nnnnannn.nnnnnnnn.nnnnnnnn.nnnnnhhh 32 6
TT111111.11111111.11111111.111 11000

/30 255.255.255.252 nnnnannn.nnnnnnnn.nnnnnnnn.annnnnhh 64 2
TM111111.11111111.11111111.11111100

Subnets can borrow bits from any host bit position to create other masks.

afraln
cisco




Subnetting an IPv4 Network
Video Demonstration — The Subnet Mask

Subnetting in Binary
= ANDING

« Convert IP address and Subnet Mask to Binary (line up vertically like an addition problem)
* Logically AND (1 and 1 = 1, all other combinations = 0)
* Result is network address for original IP address

Captions

= Classful Subnetting
+ Class A /8 255.0.0.0

+ Class B /16 255.255.0.0
* Class C /24 255.255.255.0




Subnetting an IPv4 Network

Video Demonstration — The Subnet Mask (Cont.)

Subnetting 192.168.1.0/24 Subnetting 192.168.1.0/24
192 168 | 1 0 192 168 1 68

| 255 | 255 | 255 | 128

11000000 1010100000000001 00000000 11000000 10101000 00000001 01000100
11111111 11111111 11111111 10000000 11111111 11111111 11111111 10000000

N N N SN H 11000000 10101000 00000001 00000000
192 168 1., 0

Subnet bits = 21 =2 192.168.1.0 /25 ---—-> 192.168.1.127 /25

Host bits = 27=128-2 = 126 192.168.1.128 /25 ----> 192.168.1.255 /25

Subnetworks =2

afaln
cisco



Subnetting an IPv4 Network
Video Demonstration — Subnetting with the Magic Number

Magic number technique used to calculate subnets

Magic number is simply the place value of the last one in the subnet mask

/25 11111111.11111211.11111111.10000000 magic number = 128

/26 11111111.11111111.11111111.11000000 magic number = 64

/27 11111111.11111111.121111111.11100000 magic number = 32




Subnetting an IPv4 Network
Video Demonstration — Subnetting with the Magic Number (Cont.)

The Magic Number is the last 1 in Binary

| 192 | 168 | 1 | 0 |

11000000 10101000 00000001 00000000
311171131 31111111 33111113 11'00000

SN H

192.168.1.0 /27 192.168.1.128 /27
The Magic Number is? 32 192.168.1.32 /27 192.168.1.160 /27
192.168.1.64 /27 192.168.1.192 /27
192.168.1.96 /27 192.168.1.224 /27

CCCCC



Subnetting an IPv4 Network
Video Demonstration — Subnetting with the Magic Number (Cont.)

Subnetting 172.16.0.0/16 -->/23

172 16 0 | 0
255 | 255 | 254 | 0 |

10101010 00010000 OOOOOOOO OOOOOOOO
11111111 11111111 1111j21110 0O0O0O0O0O0O00
SN H H

Whatis the magic number? 2
172.16.0.0 ---- 172.16.1.255 /23
172.16.2.0 /23

il 172.16.4.0 /23




Subnetting an IPv4 Network

Classless Subnetting Example

192.168.1.0/25 Network

Borrow 1 bit from the host portion of the address.

—

Original ST 168. 1. 000 0000

Mask §1553 255. 255. 000 0000

1 Network

The borrowed bit value is O for the Net O address.

2 Subnets

The new subnets have the SAME subnet mask.

000 0000

Mask 91553 255, 255.

afaln
cisco

Dotted Decimal Addresses

Borrow 1 bit from the host portion of the address.

——

Original p 000 0000
1 Network

Mask I3 : ‘ 000

192. 168. 1. 0/25

Net O [REVR 168, % 000 O

192. 168. 1. 128/25

Net 1 BE:5] 168. 1. 000 0000

255. 255, 255. 128

000 0000

2 Subnets



Subnetting an IPv4 Network

Creating 2 Subnets

= /25 Subnetting Topology Internet Protocol Version & (TCP/IPW) Properties

Lonera

You can get IP settings assigned sutomatcally f your network
sSUODPOrts this capabiity. Otherwise, you need 10 asK your Petwork
admnistrator for the appropriate 1P settings.

192.168.1.2/25
192.168.1.0/25

[ Obtain an IF address automatically
TF address:
Subnet mask
Default gatoveay:
L4 crial Call
192.168.1.130/25 192.168.1.128/25

@ Use the folowng DNS server addresses
Preterred DNS server
Alternate DNS server
Rl{config)# interface gigabitethernet 0/0

Rl(config-if)#
Rl{config-if)# exit

Validate settings upon edt

Rl(config)# interface gigabitethernet 0/1
Rl(config-if)#

Cancel




Subnetting an IPv4 Network
Video Demonstration — Creating Two Equal-sized Subnets (/25)

Create 2 Equal-sized Subnets from 192.168.1.0 /24
= Subnet Mask - 11111111.11111111.11111111.10000000
B - Sl - A =
128 64 32 16 8 - 2 1
1 0 0 0 0 0 0 0

= Magic Number = 128
= 192.168.1.0 /25 (start at 0)
= 192.168.1.128 /25 (Add 128)

o]
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Subnetting an IPv4 Network
Subnetting Formulas

Calculate Number of
Subnets Formula

2N

n =hits borrowed

NI
cisco

Subnetting a /24 Network

192 . 168

1 -0

nnnnnnnn.nnnnnnnn.nnnnnnnn.hhhhhhhh

Borrowing 1 bit:
Borrowing 2 bits:
Borrowing 3 bits:
Borrowing 4 bits:
Borrowing 5 bits:

Borrowing 6 bits:

2M = 24‘_J
22 = A,_I

2"3=8

274 = | G g—

225 = 324————_

26 = 64 Q]




Subnetting an IPv4 Network
Subnetting Formulas (Cont.)

Calculate Number of
Hosts Formula

2"n-2

Calculating the Number of Hosts

192. 168. 1. 0| 000 0000

7 bits remain in host field

n = the number of bits remaining in the host
2*7 = 128 IP addresses per subnet
field 2°7 - 2 = 126 host |IP addresses per subnet

afaln
cisco



Subnetting an IPv4 Network
Creating 4 Subnets Borrowing 2 B

= /26 Subnetting Topology Original [EEF3 Y 00 0000

Mask Bl . 85. 00 0000

192.168.1.2/26 192.168.1.0/26

Net 0 BEVR 168. 1. 00
192.168.1.0/26
Net 1 . e
192 168. 1. 01 | oo 0000 192.168.1.64/26
Net 2 [FT7Y == = = R 192.168.1.128/26
192.168.1.192/26
™ 192.168.1.64/26 Net 3 168. 1. 1 0 0000
192.168.1.66/26 J

All 4 subnets use the same mask:
w1 o

[ 6 bits remain in host field ]

2”6 = 64 IP addresses per subnet

alialn 2”6 - 2 = 62 host IP addresses per subnet

cisco

Mask BIH 755, 255 1 00 0000 Mask: 255.255.255.192



Subnetting an IPv4 Network

Creating 4 Subnets (Cont.)
= /26 Subnetting Topology

Network 192.168.1.0
First 192.168.1.1
Net O
Last 192.168.1.62
Broadcast 192.168.1.63
Network 192.168.1.64
First 192.168.1.65
Net 1
Last 192.168.1.126
Broadcast 192.168.1.127
Network 192.168.1.128
First 192.168.1.129
Net 2
Last 192.168.1.190
afaln
cisco Broadcast 192.168.1.191




Subnetting an IPv4 Network

Creating 4 Subnets (Cont.)
= /26 Subnetting Topology

192.168.1.2/26

192.168.1.0/26

192.168.1.128/26
.130

129
S0/0/0

I 192.168.1.64/26
182.168.1.66/26

Rl(config)#interface gigabitethernet 0/0
Rl(config-if)#ip address 192.168.1.1 255.255.255.192
Rl(config-if)#exit

Rl{config)#interface gigabitethernet 0/1

Rl(config-if)#ip address 192.168.1.65 255.255.255.192
Rl (config-if)#exit

Rl({config)#interface serial 0/0/0
Rl(config-if)#ip address 192.168.1.129 255.255.255.192




Subnetting an IPv4 Network
Video Demonstration — Creating Four Equal-sized Subnets (/26)

Create 4 Equal-sized Subnets from 192.168.1.0 /24
= Subnet Mask in Binary — 11111111.11111111.11111111.11000000

= 22 = 4 Subnets

= Magic Number = 64
= 192.168.1.0 /26

= 192.168.1.64 /26

= 192.168.1.128 /26

= 192.168.1.192 /26



Subnetting an IPv4 Network

Video Demonstration — Creating Eight Equal-sized Subnets (/27)

Create 8 Equal-sized Subnets from 192.168.1.0 /24

= Borrow 3 bits —11111111.11111111.11111111.11100000

= Magic Number = 32

= 192.168.1.0 /27 (Start at 0)

= 192.168.1.32 /27 (Add 32 to previous network)
= 192.168.1.64 /27 (Add 32)

= 192.168.1.96 /27 (Add 32)

= 192.168.1.128 /27 (Add 32)

= 192.168.1.160 /27 (Add 32)

= 192.168.1.192 /27 (Add 32)

= 192.168.1.224 /27 (Add 32)




Subnetting a /16 and /8 Prefix
Creating Subnets with a /16 prefix

Subnetting a /16 Network

Praﬁx Subnet Mask Network Address # of # of
{n = network, h = host) subnets hosts

255.255.128.0 nnnnnnnn.annnnnnn.nhhhhhhh.hhhhhhhh 32766
1T1111111.11111111.710000000.00000000

/18 255.255.192.0 nnnnnnnn.nnnnnnnn.nnhhhhhh.hhhhhhhh 4 16382
171111111.11111111.11000000.00000000

/19 255.255.224.0 nnnnnnnn.annnnnnn.nnnhhhhh.hhhhhhhh 8 8190
1T1111111.11111111.11100000.00000000

/20 255.255.240.0 nnnnnnnn.nnnnnnnn.nnnnhhhh.hhhhhhhh 16 4094
171111111.11111111.11110000.00000000

/21 255.255.248.0 nnnnnnnn.annnnnnn.nnnnnhhh.hhhhhhhh 32 2046
1T1111111.11111111.11111000.00000000

/22 255.255.252.0 nnnnnnnn.nnnnnnnn.nnnnnnhh.hhhhhhhh 64 1022
11111111.11111111.11111100.00000000

afaln
cisco




Subnetting a /16 and /8 Prefix
Creating 100 Subnets with a /16 prefix

172 - 16 . 0 . 0

nnnnnnnn.nnnnnnnn.hhhhhhhh.hhhhhhhh

Borrowing 1 bit:
Borrowing 2 bits:
Borrowing 3 bits:
Borrowing 4 bits:
Borrowing 5 bits:
Borrowing 6 bits:
Borrowing 7 bits:
Borrowing & bits:
Borrowing 9 bits:

Borrowing 10 bits:
Borrowing 11 bits:
Borrowing 12 bits:
Borrowing 13 bits:
Borrowing 14 bits:

2" =2
22 =4
2"3 =8

27 = 16 s
275 = 32 <
276 = B <
2°7 = 128 ¢
2°8 = 256 g
249 = 512 g
2%10 = 1024 g
2°11 = 2048 g
2*12 = 4096 g
2*13 = 8192 ¢
2°14 = 16384 g

Resulting /23 Subnets

16, 0000 000} O.

0000 0000

0000 0000

0000 0000

0000 0000

172.

16,

1Mo

0000 0000

172.16.0.0/23

172.16.2.0/23

172.16.4.0/23

172.16.254.0/23



Subnetting a /16 and /8 Prefix
Calculating the Hosts

Hosts = 2*n
(where n = host bits remaining)

T

9 bits remain in host field

2”9 = 512 IP addresses per subnet
2”9 - 2 = 510 host IP addresses per
subnet

afaln
cisco

Address Range for 172.16.0.0/23 Subnet

Network Address

172. 16. 0000000 = 172.16.0.0/23
First Host Address

172. 16, 0000000 = 172.16.0.1/23
Last Host Address

172. 16. 0000000 = 172.16.1.254/23
Broadcast Address

172.  16. 0000000 m = 172.16.1.255/23




Subnetting a /16 and /8 Prefix
Video Demonstration — Creating One Hundred Equal-sized Subnets

= An enterprise network requires 100 equal-sized subnets
starting from 172.16.0.0/16

* New Subnet Mask
« 11111111.11111111.11111110.00000000

« 27 =128 Subnets

« 279 =512 hosts per subnet

« Magic Number = 2

- 172.16.0.0/23

- 172.16.2.0/23

« 172.16.4.0 /23

« 172.16.6.0 /23

« 172.16.254.0 /23



Subnetting a /16 and /8 Prefix
Creating 1000 Subnets with a /8 Network

10 . 0 : 0 . 0
nnnnnnnn.hhhhhhhh.hhhhhhhh.hhhhhhhh

Borrowing 1 bit: 2"1 =2
Borrowing 2 bits: 2°2=4
Borrowing 3 bits: 273 = B if—

Borrowing 4 bits: 274 = 16 Mp—
Borrowing 5 bits: 275 = 32 wlf—
Borrowing 6 bits: 276 = Bl i—
Borrowing 7 bits:  2*7 = 128 -
Borrowing 8 bits:  2"8 = 256 -
Borrowing 9 bits: 279 = 512 -

Borrowing 10 bits: 2710 = 1024

afaln
cisco



Subnetting a /16 and /8 Prefix

Creating 1000 Subnets with a /8 Network (Cont.)

Resulting /18 Subnets

—m
10. 0000  0000. 0O

255. 1111 1111. 11 | 00 0000. 0000 0000

10.0.0.0/18

10.0.64.0118

10.0.128.0/18

10.0.192.0/18

00 0000. W asn@ 10.1.0.0/18

&

10. 1M 17111, 1 00 0000. WL Gl 10.255.192.0/18

[ 14 bits remain in host field ]

2”14 = 16384 IP addresses per subnet
2"14 - 2 = 16382 host |IP addresses by subnet

Network Address
10. 00000000. 00 =10.0.0.0/18
First Host Address

Last Host Address

0. 00000000 00111 1111110 [T

Broadcast Address

10 00 00 00 00. 00 111111, IREEREREN -10.0.63.255/18




Subnetting a /16 and /8 Prefix

Video Demonstration — Subnetting Across Multiple Octets

The Magic Number is the last 1 in Binary

00001010 000OOOOO OOOOOO0O0 0OOOOOO0O
11111111 11100000 OOOOOO0OO 0OOOOOOOO
SN H H H

The Magic Number is? 32

10.0.0.0 /11 10.128.0.0/11
10.32.0.0/11 10.160.0.0/11
10.64.0.0 /11 10.192.0.0-10.223.255.255 /11
10.96.0.0 /11 10.224.0.0/11

o]
Cisco

Demonstration Subnetting Across Mutriple Octets

New Challenge Problem: Create
over 300 Equal-sized Subnets of
20,000 Hosts each starting from
10.0.0.0/8



Subnetting to Meet Requirements
Subnetting Based on Host Requirements

Prefix Subnet Mask Subnet Mask in Binary
Length (n = network, h = host)

255 255 255.128 nnnnnnnn.nnnnnnnn.nnnnnnnn.nhhhhhbh 2 126
TT1T11111.171111111.11111111.10000000

26 255.255.255.192 nnnnnnnn.nnnnnnnn.nnnnnnnn.nnhhhhhh 4 62
1T1111111.171111111.11111111.1 1000000

27 255.255.255.224 nannnnnn.annnnnnn.nnnnnnnn.annhhhbhh 8 30
TT1T11111.1711711111.11111111.1 1100000

28 255.255.255.240 nannnnnn.annnnnnn.nnnnnnnn.nnnnhhbh 16 14
TTT11111.171111111.11111111.11110000

afaln
cisco



Subnetting to Meet Requirements
Subnetting Based On Network Requirements

Executive Research and
Management Development

Host devices
used by
employees in
the Engineering
department in

one network

and Human Technical Support
. R :

Management in SROIESS

a separate el Sales Engineers

network.

Corporate Network

afaln
cisco



Subnetting to Meet Requirements

Network ReqUirement Example | Network portion lHost;:nortlon |
172.16.0.0/22

10 host bits
2410 - 2 = 1,022 hosts

Corporate Network

LAN1 (Engineering) LAN2 (Human Resources) LANS3 (Sales)
30 hosts 23 hosts 40 hosts
- ' Network Portion Host Portion Dotted Decimal
. ’ | | | 1
UM 10101100.00010000.000000 172.16.0.0/26
i 10101100.00010000.000000 172.16.0.64/26
A 10101100.00010000.000000 172.16.0.128/26
k8 10101100.00010000.000000 172.16.0.192/26
L 10101100.00010000.000000 172.16.1.0/26
e Ml 10101100.00010000.000000 172.16.1.64/26
M 10101100.00010000.000000 172.16.1.128/26

. . . . Nets 7 - 13 not shown
LAN4 (Technical Support) LANS5 (Exec Management) (8 10101100.00010000.000000 el 172.16.3.128/26
35 hosts 10 bosia (- 10101100.00010000.000000 WOOGGGY 172.16.3.192/26

alalen 4 bits borrowed from host portion to create subnets
cisco




Subnetting to Meet Requirements
Network Requirement Example (Cont.)

172.16.0.0/22
LAN 1 LAN 2 LAN 3
172.16.0.0/26 172.16.0.64/26 172.16.1.0/26

172.16.2.128/26

172.16.2.64/26 172.16.2.192/26

LAN 4 LAN 5

dHngn 172.16.0.128/26 172.16.0.192/26
cisco




Subnetting to Meet Requirements

Lab — Calculating IPv4 Subnets

et
CIsco. Cisco Networking Academy

Lab - Calculating IPv4 Subnets

Objectives
Part 1: Determine IPv4 Address Subnetting
Part 2: Calculate IPvd Address Subnetting

Background / Scenario

The ability to work with [Pvd subnets and determine network and host information based on a given IP
address and subnet mask is critical to understanding how IPvd networks operate. The first part is designed to
reinforce how to compute network IP address information from a given |P address and subnet mask. When
given an IP address and subnet mask, you will be able to determine other information about the subnet.

Required Resources

+ 1 PC (Windows T or 8 with Internet access)
+ Optional: IPvd address calculator

Part 1: Determine IPv4 Address Subnetting
In Part 1, you will determing the network and broadcast addresses, as well as the number of hosts, given an
IPv4 address and subnet mask.

REVIEW: To determine the network address, perform binary ANDing on the |Pvd address using the subnet
mask provided. The result will be the network address. Hint: If the subnet mask has decimal value 258 in an
octet, the result will ALWAYS be the original value of that octet. If the subnet mask has decimal value Q in an
octet, the result will ALWAYS be O for that octet.
Example:

IP Address 192.168.10.10

Subnet Mask 255.265.255.0

Result (Network) 192.168.10.0




Subnetting to Meet Requirements
Packet Tracer — Subnetting Scenario

o]
Cisco

cisco. Cisco Networking Academy

Mind Wide Open®

Packet Tracer - Subnetting Scenario

Topology
25 Hosts ; - Gaojo
PC1 — f;
— ! " 2= f GOf1 s0/0/0
]
PC2 sz
25 Hosts K7 - GoJo s0/0/0
PC3 — ;
—r R2
astss Ml
/]
ca s4
Addressing Table
Device Interface IP Address Subnet Mask Default Gateway
Go/0
R1 G0M
S0/0/0




Subnetting to Meet Requirements
Lab — Designing and Implementing a Subnetted IPv4 Addressing Scheme
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Lab - Designing and Implementing a Subnetted IPv4 Addressing
Scheme

Topology

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway
R1 G0/ N/A
GO N/A
Lo0 N/A
Lo1 N/A
51 VLAN 1 N/A NIA N/A
PC-A NIC
PC-B NIC
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Benefits of Variable Length Subnet Masking
Traditional Subnetting Wastes Addresses

N OO AW N e O

Network Portion

Building A
25 hosts

Building B Building C Building D
20 hosts 15 hosts 28 hosts

Host Portion

I i

1

11000000.10101000.00010100 m 192.168.20.0/24

11000000.10101000.00010100] .
11000000.10101000.00010100] .
11000000.10101000.00010100] .
11000000.10101000.00010100] .

11000000.10101000.00010100] .
11000000.10101000.00010100] .
11000000.10101000.00010100] .
11000000.10101000.00010100] .

192.168.20.0/27
192.168.20.32/27 |Building LANs
192.168.20.64/27 |~ B, C:andD
192.168.20.96/27 |
192.168.20.128/27 |
192.168,20.160/27 | Site to Site WANs
192.168.20.192/27

192.168.20.224/27 | Unused / Available

Subnet portion
2”3 = 8 subnets

Host portion
275 - 2 = 30 host IP addresses

per subnet

Network Portion Host Portion Dotted Decimal
| If | | |
3 11000000.10101000.00010700 .100 | 00000 pEEFAL:EvE LT
3 11000000.10101000.00010700 .101 | 00000 pEEFAL:VRITY
-3} 11000000.10101000.00070100 .110 | 00000 uE:rAL-WRk:rIyy)

Host portion
2*5 - 2 = 30 host IP addresses per subnet

30-2=28
Each WAN subnet wastes 28 addresses

28x3 =84
84 addresses are unused




Benefits of Variable Length Subnet Masking

Variable Length Subnet Masks (VLSM)

Traditional Subnets of Varying Sizes

One subnet was further divided to create
8 smaller subnets of 4 hosts each. 1
A o




Benefits of Variable Length Subnet Masking

Basic VLSM

Basic Subnetting

Network portion Host portion

Dotted Decimal

| Il | 11

11000000.10101000.00010100 192.168.20.0/24

11000000.10101000.00010100
11000000.10101000.00010100
11000000.10101000.00010100
11000000.10101000.00010100

11000000.10101000.00010100

11000000.10101000.00010100
11000000.10101000.00010100

192.168.20.0/27
192.168.20.32/27
192.168.20.64/27
192.168.20.96/27
192.168.20.128/27 |
192.168.20.160/27

192.168.20.192/27 |

o)

NI OAaS W N - O

1ICOOOOO.‘I0101000.00010100I A11 |OOOOO 192.168.20.224/27

 Subnet 7 will be subnetted further.

Network portion Host portion  Dotted Decimal
T

|1} || 1
Z 11000000.10101000.00010100 192.168.20.224/27

3 more bits borrowed from subnet 7 —1

11000000.10101000.00010100 | .111000 192.168.20.224/30 |
11000000.10101000.00010100 | .111001 192.168.20.228/30 |WANSs
11000000.10101000.00010100| .111010 192.168.20.232/30 |
11000000.10101000.00010100 ] .111011 192.168.20.236/30
11000000.10101000.00010100 | .111100 192.168.20.240/30 Snusaidi
11000000.10101000.00010100] .111101 192.168.20.244/30 | Ayailable
11000000.10101000.00010100] .111110 192.168.20.248/30
11000000.10101000.00010100 | .111111 192.168.20.252/30
Subnetting a subnet
LANs
A, B,C,D

Unused /
Available



Benefits of Variable Length Subnet Masking
Video Demonstration — VLSM Basics
= Basic VLSM

« Subnets do not have to be equal sizes, as long
as their address ranges do not overlap.

Basic VLSM

* When creating subnets it is easier to work from
larger to smaller.

*92&68*9*24 64 HOStS eaCh Demonstration

21551020 / 32 Hosts each .)‘l l_l \//Lz// y
192.168.1.64 /26 /
192.168.1.128 /26

192.168.1.192 /27

192.168.1.224 /27



Benefits of Variable Length Subnet Masking

VLSM In Practice

Building A Building B Building C Building D
192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27
192.168.20.224/30 192.168.20.228/30 192.168.20.232/30

R2(config)# interface gigabitethermet 0/0

R2 (config-if)# ip address 192.168.20.33 255.255.255.224
R2 (config-if)# exit

R2(config)# interface serial 0/0/0

R2(config-if)# ip address 192.168.20.226 255.255.255.252
R2 (config-if)# exit

R2 (config)# interface serial 0/0/1

R2 (config)# ip address 192.168.20.229 255.255.255.252
R2(config-if)# end

R2#




Benefits of Variable Length Subnet Masking

VLSM Chart bnetting of 192.168.20.0

L l/27Nework  JHosts |
Bldg A 0 A.~130
Bldg B 32 33 - .62
Bldg C 64 65 - .94
Bldg D .96 .97 - .126
Unused 128 129 - .158
Unused .160 161 - .190
Unused 192 193 - .222
224 225 - 254

[ |/30Network  JHosts |
WAN R1-R2 224 .225 - .226
WAN R2-R3 .228 .229 - .230
WAN R3-R4 232 .233 - .234
Unused .236 .237 - .238
Unused .240 241 - .242
Unused 244 .245 - 246
| Unused .248 .249 - .250
alvaln | Unused .252 .253 - .254

cisco




Benefits of Variable Length Subnet Masking
Video Demonstration — VLSM Example

= Given the network 1.72.16.0.0 /23 = 29 hosts = 512
/23 creates subnets: 256+128+64+32+16+16 = 512 hosts needed
1 network for 200 hosts - 256 Address range 172.16.0.0 — 172.16.1.255

¢ 1 network for 100 hosts - 128
* 1 network for 50 hosts - 64

172.16.0.0 /24 (256)

« 1 network for 25 hosts - 32
172:16:3-0-/24 | 172.16.1.0 /25 (128)
* 4 point-to-point networks for 2 H@—lé—l—w!-ﬁ-é L172 .16.1.192 /27 (3 r)

_ _ 172 16.1.224 /28 (
hOStS eaCh 4X4 - 16 ?172‘15_1_240 /30 (4) ‘1

172.16.1.244 /30 (4)
172.16.1.248 /30 (4)
172.16.1.252 /30 (4)




8.2 Addressing Schemes



Structured Design
Network Address Planning
Planning IP Address Assignment

[
» ~ i r] ”
-
- - -
Student LAN Faculty LAN Admin LAN

Planning requires decisions on each subnet in terms of size, the number of hosts per subnet, and how host addresses

will be assigned.

afaln
cisco




Structured Design

Planning to Address the Network

Prevent
Duplication of
Addresses

Provide and
Control Access

Monitor Security
and Performance

5

.

Each host in an internetwork must have
a unique address.

Need proper planning & documentation.

Must provide & control access to servers
from internal hosts and external hosts.

Layer 3 STATIC address assigned to a
server can be used to control access to
that server.

Monitoring security and performance of
hosts means network traffic is examined
for source IP addresses that are
generating or receiving excessive
packets.



Structured Design
Assigning Addresses to Devices

= Devices that require addresses:

End user clients

Can be set for DHCP to save time and
manual errors.

A change in the subnetting scheme requires
reconfiguration of DHCP server. IPV6 clients
use DHCPV6/SLAAC.

Servers
Configured with static addresses.

Private addresses translated to public
addresses if accessible from the Internet.

Intermediary devices

Set with static addresses for remote
management.

Gateway

Router interface used to exit the network.

Network: 192.168.1.0/24

use  JFst  [last |
Host Devices N .229

Servers .230 .239

Printers 240 .249
Intermediary Devices .250 .253
Gateway (router LAN interface) .254




Structured Design
Packet Tracer — Designing and Implementing a VLSM Addressing Scheme
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Packet Tracer - Designing and Implementing a VLSM Addressing
Scheme

Topology

You will receive one of three possible topologies.

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

GO/O N/A
GO/ N/A
S0/0/0 NI/A
G0/0 NIA
G0/ NIA
S0/0/0 N/A
VLAN 1

VLAN 1

VLAN 1

VLAN 1

NIC

NIC

NIC

NIC

Objectives

Part 1: Examine the Network Requirements
Part 2: Design the VLSM Addressing Scheme
Part 3: Assign IP Addresses to Devices and Verify Connectivity




Structured Design

Lab — Designing and Implementing a VLSM Addressing Scheme

afea]n
cisco. Cisco Networking Academy Min

Lab - Designing and Implementing a VLSM Addressing Scheme

Topology
2,000 Hosts
50/0/1
Objectives
Part 1: Examine N rk R

Part 2: Design the VLSM Address Scheme
Part 3: Cable and Configure the IPv4 Network

Background / Scenario

Variable Length Subnet Mask (VLSM) was designed to avoid wasting IP addresses. With VLSM, a network is
subnetted and then re-subnetted. This process can be repeated multiple times to create subnets of various
sizes based on the number of hosts required in each subnet. Effective use of VLSM requires address
planning.

In this lab, use the 172.16.128.0/17 network address to develop an address scheme for the network displayed
in the topology diagram. VLSM is used to meet the IPv4 addressing requirements. After you have designed

M the VLSM address scheme, you will configure the interfaces on the routers with the appropriate IP address
cisco information.







